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DETAILED ACTION 
Specification 

1 . The specifications were received on 1 0/1 9/2001 . The examiner accepts 
these specifications drawings. 

Drawings 

2. The amended drawings were received on 04/10/2002, The examiner 
accepts these amended drawings. 

Claim Rejections - 35 USC § 103 
The following is a quotation of 35 U.S.C. 103(a) which forms the basis for 
all obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described 
as set forth In section 102 of this title, if the differences between the subject matter sought to 
be patented and the prior art are such that the subject matter as a whole would have been 
obvious at the time the invention was made to a person having ordinary skill in the art to which 
said subject matter pertains. Patentability shall not be negatived by the manner in which the 
Invention was made. 

3. Claims 1-5, 7, 10-15, 18. 20 -22, 24-28 are rejected under 35 U.S.C. 
103(a) as being unpatentable over Kung in view of Hosokawa et al. 

4. Regarding claims 1,12, and 22 Kung discloses in his only figure, 
"Computer System [16], Hard Disk [15], File [20], User Enters a Delete 
Command [11], Secure Delete [12]." Using the broadest reasonable 
interpretation, the computer system [1 1] is a type of housing; a hard disk [1 5] is a 
type of storage medium, which is stored within the housing as shown in the 
figure. Further the Delete Command [11], and Secure Delete [12] comprise a 
secure storage medium eraser that erases a data file on the storage medium in 
response to a trigger. 
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Kung, however, does not disclose, "a report generator that can create a 
report on a status of a triggered erasure in response to predetemnined criteria, 
and a report setup interface through which the predetermined criteria can be set." 
"Hosol^awa et al discloses in column 3, lines 32-33; TIG. 15 is an example of the 
structure of a data deletion notification." 

With respect to claim 1,12 and 22 Hosokawa et al discloses in figure 1 , an 
External Interface unit [5] connected to a Host Computer [8]. Hosokawa et al 
further teaches in column 1 , lines 57-62, "An object of the present invention is to 
provide a communication system and a communication apparatus which is 
connectable with an external device such as a host computer, and which 
perfomis data communication with another communication apparatus, and a 
communication control method for controlling the communication." Therefore, it 
would have been obvious at the time of the invention to one of ordinary skill in 
the art to combine Kung with Hosokawa et al to produce a device that has a 
storage medium that can be securely erased, and a report about said erasure 
can be generated. And in claim 12, the addition of a report setup interface. The 
motivation is that the generated report can serve as a record of the file erasure, 
while the erasure itself provides a method by which confidential data stored in 
said medium can be removed forever. 

5. Regarding claim 2, Kung and Hosokawa et al discloses the methods and 
devices described above. Hosokawa et al discloses in column 9, lines 35-37; 
"FIG. 15 illustrates a format of a data deletion notification command which is 
transmitted from the communication terminal 10 to the host computer 8." Using 
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the broadest reasonable interpretation of a substrate as The material on which 
something is printed," and the broadest reasonable interpretation of host 
computer to include along with the computer a screen or monitor. The Monitor of 
the host computer would be a type of substrate on which the report is printed. 
Therefore it would have been obvious at the time of invention to one of ordinary 
skill in the art to create a device wherein the report created by the report 
generator is printed on substrate. The motivation is that printing on a substrate 
provides documentation and confirmation that a secure erasure has been 
completed. 

6. Regarding claim 3, Kung and Hosokawa et al discloses the methods and 
devices described above. Kung discloses in his only figure a Computer System 
[16]. Using the broadest reasonable interpretation of a computer system to 
include along with the main computing unit a screen or monitor. Therefore it 
would have been obvious at the time of invention to one of ordinary skill in the art 
to create a device wherein the report is printed by a printing device in which the 
storage medium is being housed. The motivation is that the report generator 
provides a message on the local device on which the file was erased to provide 
immediate documentation about said file erasure. 

7. Regarding claim 4, Kung and Hosokawa et al discloses the methods and 
devices described above. Kung does not disclose, "wherein the report is printed 
by a printing device in communication with the secure storage medium eraser." 
Hosokawa et al disclosed in column 9, lines 35-37; TIG. 15 illustrates a format of 
a data deletion notification command which is transmitted from the 
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communication temiinai 10 to tlie host computer 8." Using the broadest 
reasonable interpretation the communication terminal would be a method 
wherein the report is printed by a device in communication with the medium 
eraser. Therefore it would have been obvious at the time of invention to one of 
ordinary skill In the art to create a device wherein the report is printed by a 
printing device that is in communication with medium eraser. The motivation is 
that the report generator Is able to display the reports on other devices, such as 
networked computers, printers or similar devices, to allow more other people to 
be notified that a file was securely erased. 

8. Regarding claims 5 and 7, Kung and Hosokawa et al discloses the 
methods and devices described above. With respect to claim 5, Kung does not 
disclose, 'Swherein the report created by the report generator is an e-mail 
message." Nor does he disclose, "wherein the erase trigger is set by a user and 
the e-mail message is sent to the user setting the erase trigger." Hosokawa et al 
disclosed in column 9, lines 35-37; "FIG. 15 Illustrates a format of a data deletion 
notification command which is transmitted from the communication temriinal 10 to 
the host computer 8." With respect to claim 5, using the broadest reasonable 
interpretation on an email as, "messages that are sent electronically via computer 
networks" The data deletion notification, which Is sent via the communication 
terminal, would be viewed type of email. 

With respect to claim 7, the messages sent via the communications 
tennlnal could be sent to the user who triggered the erasure command. Thus, it 
would have been obvious at the time of invention to one of ordinary skill In the art 
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to create a device wherein the report created by the report generator is an e-mail 
message, and said e-mail is sent to the person who is commanding the erasure. 
The benefit is that an email message is quicl< and reliable method of transferring 
data via a communications network from one location to another that can be set 
up prior to the erasure and go be sent to a large number of people. 
9. Regarding claim 10, Kung and Hosokawa et al discloses the methods and 
devices described above. Kung does not disclose, '^A^herein the predetermined 
criteria include at least one of an indication of whether a report should be 
created, a type of report to be generated, and a destination of the report." 
Hosokawa et al disclosed in column 9, lines 35-37; "FIG. 15 illustrates a format of 
a data deletion notification command which is transmitted from the 
communication temiinal 10 to the host computer 8." With respect to claim 10, 
using the broadest reasonable interpretation of the phrase, "deletion notification 
command which is transmitted from the communication terminal 10 to the host 
computer 8," the host computer would be an example of a destination of the 
report and this function would also meet the requirement of including at least one 
of the predetermined criteria. Thus, it would have been obvious at the time of 
invention to one of ordinary skill in the art to create a device wherein the criteria 
of including as least one of the functionality requirements is met. The motivation 
is that having predetermined criteria will help to automate the process of report 
generation, because using a set of predefined rules to determine which report is 
created and when each report is created will prevent the user from having to 
figure out which report is required for different file erasures. 
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10. Regarding claim 11, Kung and Hosokawa et al discloses the methods and 
devices described above. Kung does not disclose, "wherein the predetermined 
criteria can be set via a report setup interface." Hosokawa et al discloses in figure 
1, an External Interface unit [5] connected to a Host Computer [8]. Hosokawa et 
al further teaches in column 1 , lines 57-62, "An object of the present invention is 
to provide a communication system and a communication apparatus which is 
connectable with an external device such as a host computer, and which 
performs data communication with another communication apparatus, and a 
communication control method for controlling the communication." Using the 
broadest reasonable interpretation, External Interface Unit [5], connected to a 
Host Computer [8] could be a type of report setup interface. Therefore, it would 
have been obvious at the time of invention to one of ordinary skill in the art to 
create a device wherein the predetermined criteria can be set via a user 
interface. The benefit is that a user interface allows a user, like a system 
administrator, to have easy access and change criteria as needed. 

11. Regarding claims 13, 14 and 15 Kung and Hosokawa et al discloses the 
methods and devices described above. Kung does not disclose, 'turther including 
at least one graphical user interface (GUI) element of the report setup interface 
with which a user can set parameters of the predetermined criteria with which the 
report generator can create a report, wherein the at least one GUI element 
includes a button, and wherein the at least one GUI element includes a virtual 
keyboard with which a user enters a value of a parameter." Hosokawa et al 
discloses in figure 1 , a Host Computer [8], connected to an External Interface 
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Unit [5]. Using the broadest reasonable interpretation, The Interface Unit and 
Host Computer could be generating a graphical user interface that includes at 
least one button, and a virtual keyboard. Therefore, it would have been obvious 
at the time of invention to one of ordinary skill in the art to create a device 
wherein the report setup interface is a graphical user interface, with a button and 
virtual keyboard. 

12. Regarding claim 18 and 24 Kung and Hosokawa et al discloses the 
methods and devices described above. Kung does not disclose, "wherein the 
report setup interface includes a destination element indicative of where the 
report should be sent." Hosokawa et al discloses above, in figure 1, and External 
interface Unit [5], a Communication Controller [7], a Communication Line [11], 
and a Bus [4] that connects said components. Using the broadest reasonable 
interpretation, the External Interface would be able to communicate via the Bus 
[4] a Communication Controller [7], to determine where reports should be sent. 
Therefore it would have been obvious at the time of invention to one of ordinary 
skill in the art to create a setup interface that where an element determines 
where the report should be sent. The motivation is that the different report types 
may need to be sent to different people; this feature allows the user to setup 
beforehand which reports are sent to whom. 

13. Regarding claim 20 Kung and Hosokawa et al discloses the methods and 
devices described above. Kung does not disclose, 'further including an input 
apparatus and wherein the report setup interface is accessed via the input 
apparatus." Hosokawa et al discloses in figure 1 , an External Interface Unit [5] 
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and a Host computer [8]. Using the broadest reasonable interpretation, these 
components would allow the report interface to be accessed via an input 
apparatus. Therefore it would have been obvious at the time of invention to one 
of ordinary skill in the art to create a device that has in input apparatus to access 
the report setup interface. The motivation is that this will allow the system 
administrator to set up reports on the device itself, which will eliminate the need 
for individual users to have to setup reports, and also avoids the need for a 
network since all modification can be done on the device. 
14. Regarding claim 21 Kung and Hosokawa et al discloses the methods and 
devices described above. Kung does not disclose, "wherein the report setup 
interface is accessed via driver software on a computer in communication with 
the device." Hosokawa et al discloses in figure 1 , a Communication Controller [7] 
and a Communication Line [11]. Using the broadest reasonable interpretation, as 
is known in the art; a communication line can be connected to a computer in a 
similar fashion as the Host Computer [8]. These components would allow the 
report interface to be accessed via driver software on a computer in 
communication with the device that is not directly connected to the device. 
Therefore it would have been obvious at the time of invention to one of ordinary 
skill in the art to create a device that has a communication method to allow a 
computers to be connected via driver software to said device to access said 
repot interface. The benefit is that this provides maximum utilization of the 
system resources because it allows the administrator, who in the previous claim 
was going to modify the report interface on the device, to also modify the device 
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to setup the report through a network or other communication line. Providing 
remote access will allows the system administrator the modify setting either 
remotely or on the device. 

15. Regarding claim 25, Kung and Hosokawa et a! discloses the methods and 
devices described above, specifically the claims of 1, 12, and 16-21. Therefore it 
would have been obvious at the time of invention to one of ordinary skill in the art 
create an apparatus with a storage medium, that provides secure data erasure, 
that determines when and where to send a report, based on predetermined 
criteria. The motivation is that these features provide a method for generating 
documents about a secure data erasure since infomiation is not recoverable in a 
secure data erasure. These reports stand as evidence about a secure erasure 
by providing some basic information such as, who initiated the erasure, who 
received conformation, and what type of report was generated. 

16. Regarding claim 26, Kung and Hosokawa et al discloses the methods and 
devices described above. Kung does not disclose, "wherein the report is to be 
printed on a substrate, the apparatus further performing: checking where the 
report should be printed; printing the report at the apparatus if the apparatus is 
the destination; and printing the report on another device when another device is 
the destination." Hosokawa et al disclosed the devices and methods in claims 2, 
3, 4, and 18. Therefore it would have been obvious at the time of invention to one 
of ordinary skill in the art to create a device that prints the report either at the 
device or at another device specified by the destination as was set up by the 
report setup feature. The motivation is that this allows greater flexibility in the 
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printing of the reports as either the apparatus is able to print the report or it can 
be sent to another device. 

1 7. Regarding claim 27, Kung and Hosokawa et al discloses the methods and 
devices described above, specifically in claim 5 and claim 18. Therefore it would 
have been obvious at the time of invention to one of ordinary skill in the art to 
create a device that can send an e-mail to the designated address as specified in 
the report setup interface. The motivation is that this allows an administrator to 
specify the e-mail address of people who will receive a report. The benefit is that 
this Infomriation is set up in the interface prior to any erasure, thus eliminating the 
need to constantly identify an email address of people who need copies of said 
report. 

18. Regarding claim 28, Kung and Hosokawa et al discloses the methods and 
devices described above. Kung does not disclose, 'SA/herein the report is to be a 
log entry and the apparatus further performs writing the entry in a log file 
specified via the report setup Interface." Hosokawa et al discloses in figure 1 
Communication Memory [3]. Using the broadest reasonable interpretation, the 
Communication Memory could be used to store reports that were generated as 
log files. Therefore it would have been obvious at the time of invention to one of 
ordinary skill in the art to create an apparatus that that perform writing an entry 
into a log file as specified in the setup interface. The motivation is that this allows 
an administrator to specify a location of the log file report. The benefit is that this 
log file infomriation location is set up in the interface prior to any secure data 
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erasures, thus eliminating the need to constantly define the location of said log 
file. 

19. Claim 6 and 9 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over Kung and Hosokawa et al in view of Trusheim et al. 

20. Regarding claim 6, Kung and Hosokawa et al discloses the methods 
descried above. Kung and Hosokawa do not disclose a method wherein the 
email is sent to the system administrator. Trusheim et al discloses in column 1 1 , 
13-15; "and to automatically generate notifications for alerting a Case Manager or 
System Administrator." Using the broadest reasonable interpretation, 'Ihe 
notification for alerting a case manager or System administrator," could an e-mail 
message. Thus, it would have been obvious at the time of invention to one of 
ordinary skill in the art to create a device wherein the report created by the report 
generator is an e-mail message that is sent to a system administrator. The 
motivation is that because the system administrator is in charge of the software, 
and possibly the hardware, associated with a computer system and it is important 
that he be notified of any and all changes to components of the system he is 
responsible for maintaining. 

21 . Regarding claims 9 and 19, Kung and Hosokawa et al discloses the 
methods and devices described above. Kung and Hosokawa et al do not 
disclose, "wherein the report generator is configurable by an administrator only" 
nor do they disclose, '^wherein the report setup interface is accessible by an 
administrator only." Trusheim et al discloses in column 18, lines 12-15; "while a 
System Administrator is intended to monitor the general operations of the entire 
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system and therefore requires access to all data on the system." With respect to 
claim 9, using the broadest reasonable interpretation of the phrase, "monitor the 
general operations of the entire system"; the configuration of an erasure report 
would fall under the responsibilities of the system administrator. Hence, it would 
have been obvious at the time of invention to one of ordinary sl^ill in the art to 
create a device wherein the report is configurable on by the system 
administrator. The motivation is that it is common for a system administrator to 
be responsible for the maintenance of an entire system to prevent unnecessary 
personnel from making modifications to particular system. 

22. Claim 8 is rejected under 35 U.S.C. 103(a) as being unpatentable over 
Kung and Hosokawa et al in view Satoh. Kung and Hosokawa et al discloses the 
methods descried above. Kung and Hosokawa et al do not disclose a method 
wherein the report is a sound. Satoh discloses in column 8, lines 2-4; "This 
notification includes an alarm (sound) notification as well as the above display 
notification." Therefore it would have been obvious at the time of invention to one 
of ordinary skill in the art to create a device wherein the report generated is a 
sound. The motivation is that the sound will provide an audio alert to notify the 
user that the erasure has occurred, which avoids the need for a visual or text 
based notification. This audio notification will also provide a report for users who 
are visually impaired. 

23. Claims 1 6, 1 7 and 23 are rejected under 35 U.S.C. 1 03(a) as being 
unpatentable over Kung and Hosokawa et al in view of McGovem et al. Kung 
and Hosokawa et al discloses the methods descried above, but do not disclose, 
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"wherein the report setup interface includes a report element indicative of , 
whether a report should be created" and, *^A/herein the report setup interface 
includes a type element indicative of what type of report should be created." 
McGovern et al discloses in column 3, lines 50-56, "The system stores 
information necessary to support the predictive resource planning processes into 
a repository of data such as a relational database, searches and compares that 
data, selects candidates based on criteria, provides information necessary to 
equate re-skilling needs with training courses available, and creates individual 
development plans as well as a variety of reports." Using the broadest 
reasonable interpretation, the predictive resource planning, would be an "element 
indicative of whether a report should be created." Also a "variety of reports" could 
be an "element indicative of what type of report should be created." Therefore it 
would have been obvious at the time of invention to one of ordinary skill in the art 
to create a device wherein the report interface setup includes and element to 
determine whether a report should be created and what type of report needs to 
be created. The motivation is that using the predictive software will allow a user 
to set whether a report needs to be generated for a particular erasure action, and 
why type of report needs to be generated; either email, printout, audio sound or a 
combination thereof. 

Conclusion 

The prior art made of record and not relied upon is considered pertinent to 
applicant's disclosure. 
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Ainsbury et al discloses, "(1) Data Retrieval, which provides a 
sophisticated catalog for finding internal and external infomiation and collection 
agents which retrieve specific infomiation without user intervention; (2) Data 
Classification and Storage which handles the storage of the infomiation once it 
has been gathered from a source; (3) Information Browsing, Query, Analysis, and 
Report Creation which provides infomiation browsing, reporting, and analysis 
tools; and (4) Desktop Integration where the information platfomn takes 
information from a wide variety of formats (HTML, text, spreadsheet) and 
combines them all Into a single fomnat (HTML, text, spreadsheet)." 

Morrison et al discloses, "A system and method is provided for scheduling 
data collection sessions between a collection computer and one or more 
computerized branch exchanges (CBXs)." 

Starek et al discloses, "A method and apparatus are provided that 
enhance file system calls to a file system structure of an operating system. In 
particular, file system calls can be enhanced to provide real-time secure file 
deletion on an ongoing basis." 

Any inquiry concerning this communication or eariier communications from 
the examiner should be directed to Michael Carbonello whose telephone number 
is (571 ) 272-0625. The examiner can nomially be reached on Mon- Fri between 
8:00am - 4:30pm. 

If attempts to reach the examiner by telephone are unsuccessful, the 
examiner's supervisor, Edward Coles can be reached on (571) 272-7402. The 
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fax phone number for the organization where this application or proceeding is 
assigned is 703-872-9306. 

Infomnation regarding the status of an application may be obtained from 
the Patent Application Information Retrieval (PAIR) system. Status information 
for published applications may be obtained from either Private PAIR or Public 
PAIR. Status infonnation for unpublished applications is available through 
Private PAIR only. For more Information about the PAIR system, see http://pair- 
direct.uspto.gov. Should you have questions on access to the Private PAIR 
system, contact the Electronic Business Center (EBC) at 866-21 7-91 97 (toll- 
free). 
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